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IMAGING DIGITAL MEDIA FOR PRESERVATION WITH LAMMP

MATTHEW MCKINLEY

ABSTRACT

Hardware/software obsolescence and bit-level corruption pose a serious threat to
the ongoing accessibility of digital media storage devices, both magnetic (floppy
and ZIP disks) and optical (CD/DVD, USB drives). The Legacy Archival Media
Migration Platform (LAMMP) was developed to rescue potentially valuable digital
content from rapidly aging digital media formats. LAMMP automates the genera-
tion of bit-for-bit disk images suitable for preservation as well as disk and file-level
metadata for future appraisal and access. Beyond basic preservation, there is also
archival value in reliably capturing the work environments of digital content cre-
ators. Migrating media to a digital image format and ingesting it into a digital re-
pository ensures its continued authenticity for future investigation, emulation, and
access. Built on open-source software, digital forensics tools, and a combination of
modern and legacy hardware, LAMMP is low-cost and highly customizable. Along
with disk imaging and metadata generation, LAMMP performs essential digital
preservation workflow tasks such as virus checking, hash checking, and file extrac-
tion. Finally, automation via Linux command line tools and shell scripting allows
for non-technical staff to perform the LAMMP preservation procedure for most

common digital media formats.
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INTRODUCTION

In late 2011, the Special Collections and Archives de-
partment (SCA) at The University of California, Irvine
(UC Irvine) had a pressing problem without an obvious
solution. Like many collecting institutions, SCA had for
a number of years been acquiring hybrid collections
containing both paper-based materials such as records,
books and correspondence as well as digital media such
as floppy disks, CDs and USB thumb drives. Whether
used for transfer, versioning, or storage, these digital me-
dia objects often formed a crucial part of the collection
creator’s work environment and output; they were there-
fore just as worthy of appraisal, arrangement, description
and eventual access as their more “traditional” counter-
parts. However, unlike paper-based materials, SCA had
no established workflow for processing digital media, so
disks and drives remained on the shelf with no more than

a guess at the potentially valuable content that lay within.

Unfortunately, digital media storage is basically a ticking
time bomb from a preservation perspective. One issue
is access: interpreting legacy content on legacy media
requires legacy hardware and software. Legacy hardware
means acquiring and maintaining specialized tools that
are often no longer being manufactured or supported by
vendors. Assuming the media loads, there is no guaran-
tee that its technical structure or the content within can
be identified and read. Potentially valuable information
may have been saved in an obscure and proprietary for-
mat by programs that fell out of use 20 years ago.

Beyond the access issues posed by hardware and soft-
ware obsolescence, digital media carriers themselves
have a tendency to degrade over a relatively short span
of time. Such degradation can be caused by user error,
material disintegration and damage, or “the silent cor-
ruption of data on disk or tape,” a phenomenon known
as “bit rot” (Salter 2014). To put this in perspective,
well-preserved paper materials under normal use and
storage conditions have the capacity to last several hun-
dred years (ANSI/NISO 2009), while recordable and re-
writable DVD media in certain conditions may become

unreadable in less than 15 years (Zheng and Slattery
2007, 17). Magnetic mass storage devices such as USB
thumb drives or even the hard drive within a computer
are also at risk; when it comes to hardware failure, it is

never a question of /f, but when.

Thus, SCA needed a system for processing digital media
objects that could address these technological and tem-
poral concerns and produce a verifiably authentic version
of the object while still adhering to archival concepts
of acquisition, appraisal, arrangement, and description.
Further, to ensure that digital media collections were
processed in a timely manner, the system needed to be
straightforward enough to be operated by a staff member
who may have never even seen a computer command
line. Finally, to have any hope of being implemented
in the near future, this system needed to be budget-
friendly, ideally costing less than $500.

The solution became the Legacy Archival Media Migra-
tion Platform (LAMMP), designed and developed within
the UCI Libraries’ IT department. LAMMP uses tools and
techniques borrowed from the digital forensics commu-
nity to rescue valuable content from digital media car-
riers. By capturing an exact binary copy of the digital
media and extracting content files soon after the media
collection is acquired, LAMMP lessens the risk of obso-
lescence and bit rot and increases the potential for ac-
cessing content stored within. Because it is built entirely
on free or low-cost hardware and open-source software,
LAMMP was inexpensive to build and is easily customiz-
able. Best of all, using LAMMP is easy: just follow the
manual, run a script, enter basic metadata and the sys-
tem will do the rest.

USING DIGITAL FORENSICS IN LIBRARIES & ARCHIVES

Capturing and authenticating digital media content is
extremely important in the legal and law enforcement
communities. Hard drives, CDs, USB drives and more
are routinely seized as evidence; and the content within
must be extracted, tested, and held to strict standards
in order to be admissible in the court of law. Much like
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a traditional crime lab analyzes physical evidence, prac-
titioners of digital forensics must capture and analyze a
suspect’s digital media in order to recover as much data
as possible, then verify this data to serve as evidence.
The digital preservation community centered around li-
braries, archives, and museums shares this concern for
capturing and authenticating born-digital content, and
has adapted several digital forensics concepts and tools

for its own work.

The first step is capture. The easiest and most complete
method for capturing digital media content is imaging,
which involves generating an exact bit-for-bit copy of a
disk or other piece of digital source media. A disk image
can be thought of as a purely digital clone of the physical
media carrier: the exact technical structure, metadata,
and content of the media is stored in a single file which
may then be analyzed and accessed by technicians or fu-
ture researchers, without the risk of physical degradation
or failure to read that comes with loading the original
media carrier. Released by Access Data as a free but
more limited alternative to their full Forensic Tool Kit
(FTK) suite, FTK Imager is widely used software for gen-
erating and verifying disk images as well as extracting
technical metadata (available at Access Data Product
Downloads: http://accessdata.com/product-download).
FTK Imager allows for exploration of disk image content
and provides a wealth of technical metadata for in-depth
investigation. The tool generates disk images in two of
the more popular image formats, RAW (.001) and Ad-

vanced Forensic Format (AFF).

To verify both the fidelity of a disk image as an exact
copy of a digital media carrier and its continued authen-
ticity over time, a cryptographic hash function known
as a checksum algorithm is used. Running this algo-
rithm on a file or other discrete digital object produces
a string of characters known as a checksum hash that
uniquely represent the content and state of an object. If
the object is changed in any way, whether due to human
intervention or data corruption via bit rot, a different
checksum will be produced by running the checksum

algorithm. In this way, a checksum functions as a sort of
digital fingerprint, verifying that digital content remains
unchanged during imaging, transfer, and preservation.
Different checksum algorithms use their own methods
to generate different hash values; two checksum algo-
rithms widely used in the digital preservation commu-
nity are MD5 and SHA-1.

A write blocker is another tool used to ensure authentic-
ity while accessing or imaging digital media. Its basic
function is self-explanatory: to prevent the imaging work-
station from compromising the original authenticity of
the digital media by blocking the workstation from writ-
ing to the media while under investigation. A hardware
write blocker is a physical device that connects via USB
or other standard interface and blocks all write activ-
ity from the imaging workstation to the digital media.
A software write blocker is a program that runs on the
imaging workstation’s operating system, monitoring and
disabling all potential write activity to the digital me-
dia. While some argue that write-blocking via software
is more flexible and efficient, hardware write blockers
are generally seen as more reliable, owing to the basic
nature of hardware (device) vs. software (system): “sys-
tems that are designed to write but rely on some type of
control system to prevent a write can experience a failure
of the controlling system...media protection devices are
systems that are designed not to write and thus have no

controlling system to fail” (Menz and Bress 2004, 6).

Combining these concepts, we arrive at the basic process
for generating and verifying a purely digital surrogate of a

source digital media object:

e Attach appropriate media drive via hardware write
blocker to the imaging workstation

e [nsert media into drive

e Generate checksum of source media

e Generate disk image from source media

e Generate checksum of disk image

e Compare checksum of disk image to checksum of
source media to ensure exact match
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The checksum of the disk image file can then be used
to ensure the file remains unchanged after any digital
forensic analysis or future access, and to verify future
versions of the disk image file as authentic representa-

tions of the original digital media object.

INSPIRATION FOR LAMMP

The main source of inspiration for LAMMP was the Fran-
kenstein machine, a purpose-built digital forensics work-
station found within the Digital Archeology Lab at the
University of Texas, Austin School of Information (UT
iSchool).? While attending UT iSchool, the author used
Frankenstein to image both 3.5” and 5.25"” floppy disks
as part of a course on preserving electronic records. The
knowledge gained and connections made with Franken-
stein’s developers were then used to develop a similar

digital forensics workstation at UC Irvine.

Beyond the general idea of constructing a low-cost and
purpose-built digital forensics workstation instead of
purchasing a more expensive commercial solution, the
Frankenstein machine directly influenced LAMMP in its
use of the Linux Ubuntu operating system and its output
of basic metadata file formats.

In his seminar “Digital Forensics using Linux and Open
Source Tools,” forensics expert Bruce Nikkel outlines
the many advantages of using Linux for digital foren-
sics work, including ease of automation and scripting,
an active support community, open and vendor-neutral
standards, and a wide range of supported media and
hardware, as well as free and open source software
tools useful for forensic analysis such as dd, dd_rescue,
sleuthkit, md5sum, and more (Nikkel 2005). Linux is
also much less susceptible to any computer viruses that
may be encountered while imaging and analyzing digital
media. The Ubuntu Linux distribution was chosen for
its graphic user interface, which is more immediately
familiar to users accustomed to the graphic interfaces
of Windows and Mac operating systems. Usability was
also the deciding factor in choosing to generate simple
text (.txt) and comma-separated value (.csv) files to store

metadata. Widely used and small in size, both formats
can be easily edited from many command line tools
and can be accessed by nearly any word processing or
spreadsheet software.

WALKTHROUGH OF LAMMP PROCESS

The high level LAMMP process involves four steps, each
of which generates one or more image or metadata files
(fig. 1).

First, a photograph is taken of the digital media object
to capture label markings, branding, and other physical
aspects. Next, the appropriate drive is attached to the
LAMMP workstation, using a Tableau USB Forensic Bridge
write blocker wherever possible. The remaining steps are
performed by a script file named imageScript written for

the Bash shell Linux Command Line Interface (CLI).

Before any imaging begins, imageScript connects to the
campus Ethernet network to update the virus definitions
of the open source ClamAV software used later in the
LAMMP process for virus scanning. The script then dis-
connects from the network so that LAMMP is safely quar-
antined during imaging, preventing any viruses or other
malicious content found on digital media from spreading
to other machines on the network. After disconnecting,
imageScript asks the user to enter their name, the digital
collection number and digital media object number, and
digital media object type (3.5" floppy, 5.25" floppy, data
CD, DVD, etc.). The digital media type determines which

tools are used to generate image and metadata files.

For 3.5"/5.25" floppy disks, the command line version
of FTK Imager is used to generate a full-size raw disk
image file. Ideally, the LAMMP process would generate
a full-size disk image file for all media types, as it is
the most authentic digital object for future access and
investigation of the source media. However, media such
as data CD/DVDs can often hold several hundred mega-
bytes of data, and many USB drives now come with a
capacity of 16 gigabytes or more. It was decided early on
in the development of LAMMP that UC Irvine Libraries
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Fig. 1. A high-level overview of the LAMMP process.

did not wish to allot storage for exact images of these
larger media objects, especially since many of the media
contained allocated content comprising less than 50%
of total capacity. Thus, for all digital media objects with
a capacity of more than 100 megabytes, a .zip package
containing only allocated content is generated in lieu of
an exact disk image.

After imaging, the image file or .zip package is loaded
in a forensically sound read-only way by passing specific
parameters to the Linux mount command. This mounted
directory is then scanned by the previously mentioned
FTK Imager for viruses or other infected content. If in-
fected content is found, the files are removed and their
names noted in the disk metadata file below. Another
virus scan runs on a digital media object’s boot sec-
tor to look for infected data there. If no infected con-
tent is found, the “clean” result is printed to the disk
metadata file.

Next, imageScript generates two metadata files. The first

is a disk image metadata text file containing:

[.csv]

A |

Collection
| ,| ImagingLog | |
[.csv]

b |
——

e Basic metadata of agent name, collection
number, and object number entered above

e Technical metadata on the size and logical
mapping of the disk

e Technical metadata generated by the Linux
disktype command

e MD5 checksums of both the source media and

resulting image to ensure a match

The second is a content metadata .csv file with a
single line of metadata for each file found on the

media including:

e Filename with extension

e Full file directory path

e File size in kilobytes

e Date created, if possible (this information is not
saved on the Mac or Linux OS)

e Date last modified

e MD5 checksum of file

The Electronic Media Review = Volume Three 2015



MATTHEW MCKINLEY

Finally, a line containing the following information for
each media is added to an overall collection imaging log

in .csv format:

e Image/.zip filename

e Date imaged

® I[maging agent

e Earliest date last modified of content found on
media

e Image successful?

e Virus found?

¢ Notes

After examining the disk metadata file, the user re-
cords in the collection imaging log whether the image
was successfully generated, whether infected content
was found and removed, and any further notes on the
media or imaging process. Unsuccessful images are
later revisited to attempt a successful read via manual
forensic investigation.

These steps are repeated for each media item in the
collection. To link each image or .zip file with its as-
sociated metadata, all files are labeled according to a
naming convention derived from the collection and ob-
ject number. When all media for a collection have been
processed, the files are grouped in a collection directory
and ingested into Merritt, a preservation service provided
by the California Digital Library (UC3 Merritt 2009).

The hardware and software required for accessing and
imaging depends entirely upon the type of media being
processed. PC-formatted 3.5” floppy disks are accessed
via a USB floppy drive and imaged with FTK Imager. Al-
though the Tableau USB Write Blocker is not compatible
with the USB floppy drive, 3.5” floppy disks can be eas-
ily write-blocked by setting a small tab on the disk itself
from read/write to read-only.

Accessing Mac-formatted 3.5” floppy disks is more com-
plicated. This is because older Macintosh computers
used a variable-speed system to write to floppies, which

allowed more data to fit on each disk but results in a
physically distinct magnetic encoding on the disk that
cannot be interpreted in a PC-compatible floppy drive.
Because of this, the LAMMP process uses a Powermac
G3, the latest Mac model with an included Apple Super-
Drive, to access these Mac-formatted 3.5” floppy disks
and generate an .img disk image file. The .img files are
then transferred to the main LAMMP workstation via a
closed Ethernet network and converted to the raw disk
image format with FTK Imager.

5 4" floppy disks are accessed via a TEAC floppy disk
drive connected to LAMMP via the FC5025, a read-only
USB floppy disk controller developed specifically for disk
imaging and preservation.? Though the LAMMP process
uses a software tool included with FC5025 to read and
image the disk, the raw command line output is still
piped to FTK Imager to generate a raw disk image.

CD/DVD data discs that contain logical directories and
content (i.e., not primarily audiovisual) are processed in
the same way as USB drives. For audio CDs, the open-
source CDParanoia tool is used to convert audio tracks to
.wav files, which are then stored in a .zip package. For
audiovisual DVDs, another open source tool called IMG-
Burn is used to generate an ISO image of the entire disc.

ENHANCEMENTS

Since 2011, a number of enhancements have been
made to the LAMMP environment to improve reliability
and allow for appraisal and eventual access of disk im-
age contents. First, the Ubuntu Builder tool was used to
create a customized Ubuntu OS environment that mir-
rors LAMMP’s hardware, software and customization.
This customized OS was then stored in an .ISO package
and loaded onto a USB thumb drive to create a portable,
bootable version of the LAMMP environment. This USB
drive can then be used to re-create LAMMP if the original
workstation gets permanently corrupted due to a virus or
hardware/software failure. The drive could also be used
to easily clone the LAMMP environment to another work-
station set up with the proper hardware.
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Fig. 2. LAMMP content migration process.

A virtual appraisal environment was also developed
based on the open source BitCurator suite of digital foren-
sics tools (http://wiki.bitcurator.net/index.php?title=Main
_Page). BitCurator is a customized Ubuntu OS environ-
ment that comes packaged with tools for imaging, analyz-
ing, searching and extracting metadata from disk images.
The Basilisk Il emulator (http://basilisk.cebix.net/) was
also installed to enable viewing of legacy Mac images in
their original environment, as many early Mac files can-
not be interpreted in modern PC or Linux environments.
Using these tools, the archivist may identify and appraise

the value of the content found within each disk image.

After appraisal, disk images identified for further pro-
cessing and eventual access are transferred to the
content migration environment. This is a Windows OS
environment with a series of Windows CLI scripts that,
like the LAMMP process, have been designed to auto-
mate the extraction of disk image content and its conver-
sion to modern preservation formats. Figure 2 gives an
overview of this process.

After running the script to extract each disk image’s con-
tent to a WORKING directory, a user examines this di-
rectory to identify file types. If image files are found, a

Text files? Yes Word to PDF »

Migration Log
[.csv]

Successful?

batch conversion process is run using a file-type specific
open source conversion tool and output files are saved
in an ACCESS directory. The user then checks each file
to ensure the conversion resulted in legible content. If
so, the files remain in the ACCESS directory and are re-
corded in a .csv migration log. If not, files are removed
from ACCESS and remain in the WORKING directory for
further conversion. A similar process takes place for any
audio, video, or text files found within the WORKING di-
rectory. Any files not converted at the end of the process
are recorded as such in the migration log for further in-
vestigation. Although there are many old and esoteric file
formats that cannot be converted via this batch approach,
the process can successfully automate the conversion of
most well-known file formats.

CONCLUSION

The initial collection processed by LAMMP contained
437 digital media objects, 396 of which were accessed
and imaged, resulting in a success rate of 92%. A docu-
mented workflow has been implemented to deliver, track,
and preserve SCA digital media objects via LAMMP.
LAMMP itself is built mainly from donated hardware and
open-source software—the only necessary purchases
were the FC5025 5 Y” floppy controller, the TEAC 5 14"
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floppy drive, and the Tableau USB Write Blocker, which
cost less than $500 total. By all accounts, UC Irvine
Libraries succeeded in building a system to access and
preserve legacy digital media as well as integrating archi-
val concepts of acquisition, appraisal, arrangement, and
description into the process.

That said, an important byproduct of LAMMP develop-
ment was the learning process involved. The SCA and
IT staff members who worked on the project now know
much more about the realm of digital forensics and its
application to the world of collecting institutions. In ad-
dition, identifying the weak points of this solution will
help in asking the right questions about its eventual
replacement. There are pros and cons of developing a
home-grown technological solution using open source
software instead of purchasing a commercial off-the-shelf
solution. The gains in monetary savings and freedom to
customize with open-source software come with a much
heavier investment of time. However, the time spent in-
stalling, coding, and debugging develops local expertise
and results in a much better understanding of the final

tool, as well as ways of fixing and improving upon it.

The most important lesson: start dealing with digital me-
dia now! As stated previously, this media has a limited
shelf life, and an automated solution such as LAMMP
isn't necessary to perform meaningful digital forensics
work. Potentially important content can be imaged with
just a USB floppy drive and a free copy of FTK Imager,
and active projects such as BitCurator are consistently
finding new ways to bring the tools and methods of digital
forensics to the world of collecting institutions. As relics
of the recent past, digital media objects can form an im-
portant part of the research corpus of the future—but only
if they are sought out, captured, and properly preserved.

NOTES

1. Information on the development and use of the
Frankenstein machine (including manuals, tools and oral
histories with its creators): http://pacer.ischool.utexas
.edu/handle/2081/21808.

2. Information on the FC5025 can be found at Device Side
Data — FC5025: http://www.deviceside.com/fc5025.html.
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